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About this guide

This guide provides payment service providers (PSPs) with essential information regarding the
Real-Time Rail (RTR) payment system. It outlines the process for becoming a system
participant, as well as the key business, operational and technical requirements to support PSPs
in evaluating and preparing for potential participation in the RTR payment system.

About Payments Canada

Who we are

Payments Canada underpins the Canadian financial system and economy by owning and
operating Canada'’s payment clearing and settlement infrastructure, including associated
systems, by-laws, rules and standards. The value of payments cleared by Payments Canada’s
systems in 2024 was approximately $107 trillion or $424 billion every business day.

For further information about Payments Canada, visit payments.ca.

Our mandate

Our legislated mandate, as set out in the Canadian Payments Act, includes the following
objectives:

e Establish and operate national systems for the clearing and settlement of payments and
other arrangements for the making or exchange of payments.

e Facilitate the interaction of its clearing and settlement systems and related
arrangements with other systems involved in the exchange, clearing or settlement of
payments.

e Facilitate the development of new payment methods and technologies.

In fulfilling our mandate, Payments Canada has the public policy objective of promoting the
efficiency, safety and soundness of its clearing and settlement systems and taking into account
the interests of users.

PAYMENTS
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The Real-Time Rail product
overview

RTR payment system overview

The RTR is a real-time payment platform that includes the technical infrastructure and the
business and legal framework to enable the exchange, clearing and settlement of real-time
account-to-account payments. It will enable system participants to provide their customers with
the ability to make immediate and irrevocable account-based payments any time of day, on any
day of the year. The settlement of funds between participating entities will also be in real time.

The Real-Time Rail payment system is also designed to be a platform for new and innovative
consumer, business and government payment services and other payment-related offerings in
the competitive space.

Overview of features and benefits

The Real-Time Rail offers a transformative foundation for real-time payments in Canada, giving
PSPs the opportunity to deliver faster, smarter and more flexible payment solutions to their
customers. Some of the immediate features and benefits are outlined below.

Feature Benefits

Real-time The RTR's instant payment processing enables the immediate delivery
account-based of funds to end-user accounts and real-time confirmations to the
payment exchange | payment senders and receivers.

24/7/365 The RTR is always on for the convenience of end users, enabling

availability immediate payments to be made any time of day, on any day of the
year.

Payment finality There is certainty of payments once they are confirmed in real time.

and irrevocability There are no chargebacks or reversals.

ISO 20022 financial | The RTR uses a globally-accepted message standard that provides
message standard | operational efficiencies by improving data structure and interoperability.
Additionally, it provides enriched data that can travel with payments,
such as invoice numbers, to streamline reconciliation of the payments.

PAYMENTS
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Open platform for The RTR provides an open platform to develop new and innovative
innovation payment solutions to meet the needs of payment end users and enable
competitive differentiation.

Broad access Broad-based access to the RTR enables near-ubiquitous reach to
accounts across Canada, delivering immediate scale. Expanded access
through membership changes to the Canadian Payments Act will allow
a broader range of entities, such as non-financial institution PSPs
(non-FI PSPs), to participate.

Real-time Real-time settlement of funds between participants eliminates credit
settlement in risk between participants and settlement is always guaranteed.
central bank funds

Robust risk The RTR observes the Bank of Canada'’s risk management standards
management for prominent payment systems (PPS), ensuring the safety and security
of the system.

Centralized fraud The RTR uses central tools to mitigate against real-time payment fraud
management in Canada providing as an additional layer of protection to participants

Real-Time Rail ecosystem components

The RTR ecosystem consists of two main layers: the RTR payment system and RTR competitive
solutions.

1. The RTR payment system consists of the underlying technical infrastructure and the
business and legal framework that enables the exchange, clearing and settlement of
real-time account-to-account credit transfers. Payments Canada is the owner and
operator of the RTR payment system.

2. RTR competitive solutions are the market-facing payment products and services that
leverage the capabilities of the RTR payment system. These solutions are developed and
offered in the competitive market by RTR participants and various third-party service
providers.

The RTR payment system

The RTR payment system is a national payment infrastructure that is integral to enabling new
and innovative payment solutions. The infrastructure is designed to enable the payment
products and services developed and offered by RTR participants and other market players, in
addition to the supporting business and legal framework.

The RTR payment system includes multiple components:

PAYMENTS
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e The RTR Exchange is the component that facilitates the real-time exchange of credit
transfer payment messages between RTR participants. It is integrated with the RTR
Clearing and Settlement component as described below.

e The RTR Clearing and Settlement component facilitates the clearing and settlement of
the payment messages that are exchanged between RTR participants via the RTR
Exchange. It can also facilitate the clearing and settlement of payment messages that
are exchanged via eligible third-party exchanges (TPEs), which are private payment
exchanges that are owned and operated by entities other than Payments Canada.

e Central services is the section that provides additional capabilities that complement the
core functions of exchange, clearing and settlement.

e Rules and standards, including the RTR by-law, rules and standards, represent the legal
and business framework which are key to enabling the safe and efficient operation of the
RTR payment system and the promotion of end-user interests.

These components are the key building blocks offered to the payment industry as a platform to
enhance existing services and to create new and innovative ones.

Competitive solutions

Competitive solutions are the market-facing payment products and services that leverage the
capabilities of the RTR payment system. They are developed by RTR participants and/or third
parties and offered to the market on a commercial basis. Third-party solutions may or may not
be integrated with the RTR payment system and/or participant systems depending on the
technical solution and business arrangements between the parties.

There are several broad categories of RTR competitive solutions:

e End-user payment solutions are payment services offered to end users by participants.
Participants may also engage with third-party solution providers to offer solutions to
their customers.

e Connectivity services are connectivity and other technical services offered to RTR
participants. Providers can be other participants or non-participants (i.e., third parties).

e Value-added services are other services offered to RTR participants with capabilities to
enhance the value proposition of their market offerings. Examples of value-added
services are fraud/risk management, AML screening and payment account tokenization
services.

e Third-party exchanges are privately-owned payment exchanges (i.e., not owned and
operated by Payments Canada) that use RTR system capabilities for real-time clearing
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and settlement of payment messages that are exchanged between participants of their
private exchange.
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RTR ecosystem roles

In the RTR ecosystem, there can be many organizations playing a variety of interconnected,
interdependent roles. The primary actors involved in the RTR payment process are 1) end users,
2) RTR participants and 3) Payments Canada as the system operator. Additionally, there can be
many other entities involved in the RTR payment process, as RTR participants may engage
partners and service providers in their offering of RTR payment services to their customers.

Primary actors

The primary actors involved in the basic RTR payment flow are depicted in Figure 1 below.

RTR PAYMENT SYSTEM
(Operated by Payments Canada)

RTR EXCHANGE
COMPONENT

S il ©
=7 Si ON
END USER RTR PARTICIPANT RTR PARTICIPANT END USER
(Payment sender) (Sending participant) (Receiving participant) (Payment receiver)
LEGEND
RTR CLEARING AND —» Payment flow
SETTLEMENT COMPONENT — P Settlement flow

FIGURE 1: Primary actors involved in a simple RTR payment flow

Payments Canada

Payments Canada is the owner and operator of the RTR payment system, manages the system’s
technical infrastructure and sets the business and legal framework.

End users

Payment end users are the senders and receivers of real-time payments that are exchanged,
cleared and settled via the RTR payment system. They are the customers of RTR participants
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that hold deposit accounts which are used to send and/or receive RTR payments. They include
consumers, small businesses, corporates and government entities.

RTR participants

RTR participants use the RTR payment system to offer real-time payment solutions to their
customers who hold accounts with them. They will connect to the RTR payment system either
directly or via a service provider in order to exchange RTR payment messages with other RTR
participants on behalf of their customers.

They will also settle all completed transactions that result from the payments they exchange via
the RTR system, either directly via the RTR settlement infrastructure and services provided by
Payments Canada and the Bank of Canada, or indirectly via a settlement agent who has direct
settlement access.

Supporting actors

RTR participants may look to the broader payment ecosystem to support their participation in
the RTR payment system. A broad range of entities can offer many different types of products,
services and support to RTR participants. There are a few broad categories of service providers
or partners that RTR participants may engage to support their implementation of the RTR, which
are depicted in Figure 2 in respect of their role in the RTR payment flow.

END-USER PAYMENT

SOLUTION
THIRD-PARTY PAYMENT
' SOLUTION PROVIDER*
ﬁ RTR PAYMENT SYSTEM
: (Operated by Payments Canada)
END USER CONNECTION SERVICE RTR EXCHANGE RTR END USER

(Payment sender)

PROVIDER COMPONENT PARTICIPANT (Receiver)

© ¢

LEGEND

RTR PARTICIPANT

——p Payment Flow

—— Settlement Flow
SETTLEMENT RTR CLEARING AND Service providers
AGENT SETTLEMENT COMPONENT to participant
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FIGURE 2: Service providers in the RTR ecosystem
*Note: the third-party payment solution provider could have a direct connection to the RTR Exchange, in which case the RTR
participant would not need a connection service provider in this flow.

Notably, while service providers may be engaged to carry out payment functions on behalf of
RTR participants, the RTR participants themselves remain largely accountable under the RTR
legal framework for the obligations carried out by any of their service providers.

Third-party payment solution providers

Third-party payment solution providers (also known as “competitive service” providers) offer
end-user facing payment products and services that leverage the capabilities of the RTR
payment system. They engage with RTR participants to offer those solutions to those RTR
participants’ customers. Third-party payment solution providers may also connect directly to the
RTR Exchange and send and receive RTR payment messages on behalf of RTR participants.

Third-party payment solutions include payment initiation services, P2P (person-to-person)
payment applications, digital wallet applications, bill payment and presentment services, and
e-commerce platforms.

Connection service providers

Connection service providers offer connectivity and other technical services to RTR participants,
and exchange payment messages on behalf of RTR participants. Connectivity services can be
offered by RTR participants or by third-party providers.

Some examples of connection service providers are technology solution providers, payment
processors, payment aggregators and payment gateway providers.

Settlement agents

Settlement agents provide settlement services to RTR participants. Only RTR participants who
have been approved as direct settlement participants in the RTR payment system can play the
role of a settlement agent. Direct settlement participants have the capability to settle their own
RTR payments, as well as the payments of their settlement clients (indirect settlement
participants) through an “unrestricted” RTR settlement account with the Bank of Canada.

PAYMENTS
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Key decisions for RTR participants

The RTR is designed to be flexible and customizable in its setup for participants. Before an
institution can start the onboarding process, it must make a few key decisions about how it will
participate in the RTR payment system.

RTR payment solutions (end-user facing)

Key decision: Based on your organization’s business objectives and the payment products or
services you would like to offer to your customers, you must decide whether you will: 1) develop
your own RTR payment solution; 2) offer an RTR payment solution with a third-party provider; or
3) offer multiple RTR payment solutions.

RTR participants have the opportunity to attract and retain customers and grow revenue by
offering competitive real-time payment solutions that leverage the capabilities of the RTR
payment system. RTR participants may develop their own proprietary RTR payment solutions for
their customers, as well as work together with third-party payment solution providers to offer
end-user facing payment services to their customers. These payment solution options are
depicted in Figure 3 below.

PAYMENTS
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END-USER PAYMENT

SOLUTION
1
Participant offers @
own RTR - O TN
payment solution m |||

END USER

RTR PARTICIPANT

END-USER PAYMENT >—,
SOLUTION
THIRD-PARTY PAYMENT
SOLUTION PROVIDER* RTR EXCHANGE

2

Participant offers @ @ _/
third-party RTR =

payment solution
(competitive service)

END USER

LEGEND

——P Direct-to-exchange
connection

——Jp Customer interaction

RTR PARTICIPANT

FIGURE 3: RTR payment solutions options for participant
*Note: the third-party payment solution provider could have a direct connection to the RTR Exchange

These options are not mutually exclusive, as participants can offer both. Additionally, there is no
limit to the number of end-user facing RTR payment solutions that an RTR participant may offer,
or the number of service providers they may engage to offer different types of payment
solutions to their customers.

The open opportunity for end-user facing payment solution providers to leverage the capabilities
of the RTR is an important enabler for new payment technologies and business models in the
payment space in Canada.

TIP: The benefits of offering your own RTR payment solution vs. a third-party
solution

Offering proprietary RTR payment solutions will enable RTR participants to
differentiate themselves competitively. They can design a tailored payment or
payment-related service specific to the use case(s) they want to target. They would
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have greater control over shaping the value proposition to their target customers
and the overall end-user payment experience.

There are also benefits associated with offering third-party payment solutions.
Each third-party payment solution will offer a distinct value proposition to RTR
participants and to end users, which may include having an established in-market
product, brand recognition, scale, niche market specialization, advanced
technology, etc.

Connectivity

Key decision: How will you connect to the RTR payment system to exchange payments with
other RTR participants: directly through your own connection to the RTR Exchange; via a
third-party service provider; or through multiple connections?

RTR participants have options in how they connect to the RTR Exchange and they may have
multiple connections depending on the RTR payment solutions they wish to adopt. The three
connectivity options are depicted in Figure 4 below.

If offering their own proprietary RTR payment solution, the RTR participant may choose to:

1. Establish their own direct-to-exchange connection to the RTR (option 1), or
2. Use the services of a connection service provider (option 2).

If offering a third-party payment solution, the RTR participant may choose to:

1. Use a third-party payment solution which is directly connected to the RTR Exchange,
such that it will submit RTR payment messages to the RTR Exchange on behalf of RTR
participants. In this case, the third-party payment solution provider would be providing
connectivity to the RTR participant in respect of that specific third-party payment
solution (option 3)

2. If the third-party payment solution does not provide direct connectivity to the RTR
Exchange, then the RTR participant may choose to:

a. use their own direct-to-exchange connection to the RTR Exchange (option 1), or
b. use the services of a connection service provider (option 2).

PAYMENTS
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1

Direct connection

RTR PARTICIPANT
(Direct-to-exchange)

2

Connectionviaa
connection service
provider (CSP)

L5

RTR EXCHANGE

RTR PARTICIPANT CONNECTION
SERVICE PROVIDER

3

Connection via a
third-party payment
solution provider
(competitive service)

LEGEND

——J Direct-to-exchange connection

RTR PARTICIPANT  THIRD-PARTY PAYMENT —— Proprietary service agreement
SOLUTION PROVIDER between the parties

FIGURE 4: Connectivity options for participants

Participants can connect to the RTR using the option(s) most suitable for their business
objectives and customers' needs. Choosing to connect directly, via a service provider, or using
multiple connectivity options involves assessing the payment products or services the
organization would like to offer to its customers, weighing the investment costs to develop
direct connectivity and examining the value proposition of potential service providers against
the organization's needs and capabilities.

TIP: Service provider connectivity

Service providers may connect to the RTR Exchange and send/receive RTR
payment messages on behalf of RTR participants. The process to become a
service provider with direct connectivity to the RTR Exchange begins with a
completed application form.

If the application is approved, this will kick-off an onboarding process which
includes testing and certification as a connected party to the RTR Exchange.
Successful applicants would also need to participate in testing of RTR participants
for which they will be acting as a service provider.
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If an organization is interested in playing the role of a connection service provider
or a third-party payment solution provider requiring direct technical integration with
the RTR payment system, contact a Payments Canada relationship manager for
more information.

Settlement

Key decision: How will you settle the payments you exchange with other RTR participants: (1)
directly via a Bank of Canada settlement account; or (2) indirectly via a settlement agent?

RTR participation is based on a tiered framework in accordance with a participant’s settlement
status. It is independent of how a participant chooses to connect to the RTR. There are two
participation types categorized by a participant’s choice in how they settle their RTR payments,
depicted in Figure 5 below.

1

Direct
settlement

DIRECT SETTLEMENT
PARTICIPANT

X%

RTR CLEARING

AND SETTLEMENT
2 iz
@ LEGEND
Indirect
settlement —— Direct setilement access
INDIRECT SETTLEMENT SETTLEMENT AGENT » Proprictary settement
PARTICIPANT (must also be a Direct services agreement

Settlement Participant) between the parties

FIGURE 5: Settlement options for RTR participants
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Direct settlement participants (DSPs) establish the capability to settle their own transactions
via the RTR Clearing and Settlement component which includes having an RTR settlement
account with the Bank of Canada. A DSP may also act as a settlement agent and clear and
settle payments for other RTR participants (i.e., indirect settlement participants).

Indirect settlement participants (ISPs) have arrangements with settlement agents to clear and
settle their payments on their behalf via the RTR Clearing and Settlement component.

TIP: Settlement agents registry

For those payment service providers contemplating the use of a settlement agent,
Payments Canada will make available a settlement agents registry. This will be a
list of entities that are authorized to act as settlement agents for the RTR payment
system when available.

Direct settlement participants must apply for either a restricted settlement
account (for direct settlement only) or an unrestricted settlement account (for
direct settlement and settlement agent capability) with the Bank of Canada, and
establish an agreement with the Bank governing its settlement account.

HOW TO: The Bank of Canada provides public information on RTR settlement
account policies and requirements that must be met to be granted a settlement
account. The Bank also provides information required for the application process.

Contact Payments Canada to begin the settlement account application process.

TIMING: The application processing time is approximately two to six months.
Timing will vary with each application and depend on factors such as whether the
applicant has an existing settlement account with the Bank of Canada.

WARNING: If an organization does not obtain approval for a settlement account
from the Bank of Canada, that organization cannot participate as a direct
settlement participant on the RTR.
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Pathway to becoming an RTR
participant

Eligibility to participate in the RTR begins with Payments Canada membership. Amendments to
the Canadian Payments Act have broadened membership eligibility to include payment service
providers (PSPs) that perform retail payment activities as defined in the Retail Payment Activities
Act (RPAA), new legislation that establishes a supervisory and registration regime for PSPs.

For a simplified view of a PSP’s pathway to RTR participation, refer to Appendix B.

Prerequisites to becoming a member

There are two regulatory conditions that must be met before a PSP is eligible to apply for
Payments Canada membership:

1.

Registration under the Retail Payment Activities Act (RPAA)
A PSP must be registered with the Bank of Canada under the RPAA.

Timing: Fall 2025 (Supervision as of September 8, 2025) — The earliest date that a PSP
can be registered under the RPAA is September 8, 2025. The Bank of Canada continues to
review applications for registration and share applications of individuals and entities that
meet the registration criteria of the RPAA with the Department of Finance and FINTRAC.
Registrations will occur on a rolling basis as national security screenings are completed.
The Bank of Canada will notify the applicant in writing when they are registered.

Canadian Payments Act (CP Act) amendments

Through amendments to the CP Act and consequential amendments to CPA By-law No.
1, PSPs that are supervised by the Bank of Canada in accordance with the RPAA are
eligible for membership.

The CP Act amendments received Royal Assent in June 2024, and came into force on
September 29, 2025.

Applying for membership

Applying for Payments Canada membership involves the following key steps:

PAYMENTS
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Step 1: Confirm eligibility to apply — PSPs are entitled members of Payments Canada under
subsection 4(2)(i) of the CP Act, as amended. In accordance with the consequential
amendments to CPA By-law No.1, all PSP applicants must be registered under the RPAA.

Step 2: Contact Payments Canada — Applicants should contact Payments Canada at
info@payments.ca to express their intention to apply for membership and to request a
membership application form. If deemed eligible, the applicant will receive an application form
from Payments Canada to review and complete.

Step 3: Complete and submit an application — Applicants must submit their completed
membership application to the contact details listed on the application form. Membership
application requirements are found in CPA By-law No. 1.

What to expect after submitting an application:

Membership applications are approved by the Payments Canada Board of Directors. The timing
of approval is typically tied to quarterly meetings of the Payments Canada Board of Directors,
which occur in March, May, September and December of each year.

Once an application is approved, the new member must pay common services dues, as required
in CPA By-law No. 1 and as calculated per CPA By-law No. 2.

The value of membership — In addition to being eligible to apply to participate in
Payments Canada systems, members are eligible for seats on the Board of
Directors, the Member Advisory Council, other committees and working groups
and can have access to a number of payment services, member reports and
research.

Additional information on membership can be found on payments.ca

Applying for RTR participation
Applying for participation in the RTR payment system involves the following key steps:

Step 1: Confirm eligibility to apply. Applicants must be approved as a Payments Canada
member before applying to participate in the RTR payment system.

Step 2: Contact Payments Canada. Applicants should contact Payments Canada at

info@payments.ca or their relationship manager to express their intent to apply for participation
and to request an RTR Participant Application Form.

Step 3: Consider key decisions. Applicants must make a few key decisions about how they will
participate in the RTR, including which RTR payment solutions they will offer, how they will
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connect to the RTR Exchange and how they will settle their RTR payments. See previous section
on Key Decisions for RTR Participants for more information.

Step 4: Complete and submit an application. Applicants must have a duly authorized officer
sign and submit a completed application form to Payments Canada at
rir_onboarding@payments.ca. Applicants can also use this email to submit any questions about
the RTR application process.

Member of external complaints body — A participant must be a member of an
external complaints body (ECB). As of November 2024, there is only one ECB in
Canada: the Ombudsman for Banking Services and Investments (OBSI). Visit the
OBSI website to apply for membership.

What to expect after submitting an application:

Applications will be reviewed by Payments Canada staff who will make a recommendation to
Payments Canada’s President for conditional approval, pending successful completion of
program activities leading to go-live. The approval process will take approximately two to three
weeks. Once approved, the new participant will be notified in writing.

Participant readiness overview

Upon receipt of written notification of conditional approval, the participant will begin onboarding
activities. The participant will be guided through the various onboarding activities by Payments
Canada, including the activities described below. A detailed implementation plan will be
developed with the participant to provide a schedule of activities and defined timelines.

Bank of Canada settlement account: Participants who intend to settle their own
transactions or act as a settlement agent for indirect settlement participants, must
apply for a settlement account and execute a settlement account agreement with
the Bank of Canada.

Direct-to-exchange connectivity: Participants who choose direct-to-exchange
connectivity will begin planning for VPN connection enablement. They must build
to meet the RTR Exchange API specifications. The API developer portal and
Message validation service (MVS) tool will be accessible for testing and
self-certification.

Internal readiness activities: The participant will engage with the Payments Canada onboarding
team in workshops for registry configuration, user roles, login and connectivity testing.
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Additionally, the participant will have access to the self-serve RTR training portal showcasing
e-Learning tutorial videos.

RTR testing: The participant is required to complete RTR certification testing in the RTR testing
environment. RTR certification testing will validate a participant's readiness to go-live via the
exchange of payments specific to their participant type and through the execution of certain
"day in the life" business processes.

Attestation and final approval: When the participant has successfully completed all the required
onboarding and testing activities, they must complete and sign the RTR go-live attestation form.
Upon review of the participant’s attestation, Payments Canada'’s President will provide final
approval.

Production readiness: Upon receiving final approval, the participant begins production rollout
activities and completes the industry solution assurance (ISA) phase.

Ready for RTR go-live: Upon completion of all required onboarding and testing activities, the
participant will be ready for RTR go-live.
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Financial risk framework

The RTR financial risk framework is a critical component of the RTR'’s broader risk management
framework. It is designed to uphold the integrity of the clearing and settlement processes within
the RTR while safeguarding participating institutions from financial risks.

The RTR financial risk framework is developed to fully observe the Bank of Canada'’s risk
management standards for prominent payment systems with the objective to ensure risk
controls are established that effectively and efficiently mitigate against financial risks. It
provides measures that are intended to mitigate credit, liquidity and settlement risk, as well as
establishing controls that provide settlement finality in central bank money.

Credit risk management

Credit risk is the risk of loss arising from a participant failing to meet settlement obligations.
The real-time gross settlement for RTR clearing and settlement ensures that payments are final
and irrevocable between participants once they have been settled. Since settlement takes place
in real time on a fully funded basis, RTR clearing and settlement does not create credit risk
between participants.

Liquidity and settlement risk management

As liquidity and settlement risks are typically intertwined in payment systems, they are also
mitigated in unison, as described below:

e Liquidity risk arises from a participant when they do not have a sufficient amount of
intraday liquidity to settle its payments.

e Settlement risk closely follows liquidity risk, as lack of funds to settle further heightens
the risk that a payment does not settle within the required time.

In the context of RTR clearing and settlement, sufficient liquidity must be available in a sending
participant’s RTR settlement account to settle each individual payment in real time. If not, the
payment will be rejected.

Financial risk controls

RTR participants are provided with several risk control measures to identify, monitor and
mitigate financial risks in the RTR payment flow:
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Real-time gross settlement (RTGS): The RTGS model ensures that transactions are
settled with finality on an individual, line-by-line basis. It ensures each RTR payment is
cleared and settled immediately, and in full between participants.

Pre-funded model: The pre-funded model requires direct settlement participants to
maintain sufficient balances in their settlement accounts to ensure that their payment
obligations for themselves and for represented indirect settlement participants can
immediately clear and settle.

Net debit cap: The RTR provides the functionality to settlement agents to set a net debit
cap for their represented indirect settlement participants to manage their net settlement
positions.

Value limit: A per transaction value limit has been set for the RTR clearing and
settlement system at $100,000 CAD.

Liquidity management

The RTR provides direct settlement participants with the following tools to monitor and manage
their intraday liquidity:

Real-time monitoring: The RTR provides participants with the functionality to monitor
their activities in real time through the use of a dashboard that will provide settlement
account balances and transaction volumes and value.

Watermarks: To help participants manage liquidity risk, the RTR clearing and settlement
provides the ability for direct settlement participants to set lower (‘minimum balance’)
and upper (‘maximum balance’) thresholds for settlement account balances.

Funding and defunding: Direct settlement participants will be required to fund their RTR
settlement account with sufficient liquidity to support the continuous settlement of RTR
payments. Participants will have the functionality to fund or defund their RTR settlement
account using the Lynx system.

Participant-to-participant transfers: These transfers provide the ability for two direct
settlement participants to send and receive liquidity transfers through the RTR clearing
and settlement portal between their respective RTR settlement accounts.
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Business requirements

While the core concept of sending and receiving funds appears straightforward, a complex
infrastructure of routing, controls, intricate processes and standardized messaging behind the
scenes ensure a seamless payment flow. Payments Canada provides the core infrastructure to
enable this functionality, however, participants must establish the appropriate processes,
technology and workflows that integrate with the infrastructure and back-office functions.

This section outlines high-level business requirements, activities and considerations that will
guide the development for strategic planning and practical implementation for the system.

Payment exchange

A real-time payment is the movement of funds and related transaction data in a matter of
seconds, any hour of any day, from a payment sender to a payment receiver. Real-time
payments are credit-push payments, meaning the payor initiates the payment.

RTR payment messages processed from end to end within
10 seconds

Once a payment is initiated on the RTR, the payment must be exchanged, cleared and settled
within 10 seconds. The initiation of a payment triggers a sequence of intermediary steps
involving communication between participants and the RTR. This multi-stage process
encompassing routing, validation, confirmation, clearing and settlement occurs within seconds
from initiation to acceptance.

The flow in action:

Upon initiation, the RTR will perform business validation and routing for the payment.
Following receipt of the payment, the receiving participant accepts or rejects the
payment by sending a payment status acceptance message to the RTR Exchange.

e Once complete, the sending and receiving participants will receive a payment outcome
report confirming whether the payment will or will not be settled.

e Once settlement is complete, the sending and receiving participants will receive a
settlement outcome report confirming the payment has settled.

e RTR payment messages submitted to the RTR Exchange are irrevocable and cannot be
cancelled.

e Participants may reject payments based on risk management, operational concerns,
inability to post or legal/compliance reasons, in accordance with the RTR Rules.
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TIP: The RTR is designed for account number-based routing only at this time.
If the payment was submitted with an alias, it will need to be resolved to include
the account number before initiating the payment on the RTR.

Achieving payment processing in seconds will require consideration across
technology, infrastructure and back-office operations. Don't underestimate the
interconnectedness of these elements.

Funds availability to payee within 60 seconds

Following acceptance and confirmation of settlement, the funds must be made available to the
payee within 60 seconds. Although this part of the process is not directly within the technical
infrastructure, this process is intrinsically linked through the RTR legal framework, making it an
essential part of the RTR payment flow.

There are exceptions when a participant is not required to make funds available within the
expected timeframe. These are identified in the RTR legal framework.

On-we payments

On-we payments must be submitted to the RTR. These are payments that occur between two
end users where the payor account and payee account are held with different RTR participants,
but the direct settlement participant on both sides of the payment are the same entity.

This could include scenarios where both the sending participant and receiving participant use
the same settlement agent, or where the participant for one side of the payment settles directly
as a direct settlement participant and also acts as the settlement agent for the participant on
the other side of the payment.

Remittance information presentment

Data pertaining to remittance information included in the RTR payment message must be made
available to the payee unless the payee specifies otherwise.

Duplicate payments rejected

The RTR will automatically reject payment messages with a unique identifier (UETR) that was
assigned to another payment message within the previous 90 calendar days.
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TIP: Organizations with a duplicate threshold extending beyond 90 days will need
to develop procedures to identify duplicates outside the established 90-day
window.

Considerations

As you read through this section, there are some critical questions to consider.

How will you ensure data accuracy through the entire process?

How will you monitor data availability?

How often will you refresh the data to maintain up-to-date information?

What is your data storage solution for all payment related data, and how will it scale?

What format will the data be available in?

How user friendly/intuitive will the data be for your users?

How will rejected information be stored and related to the original item?

Will rejected information need to be shared with other systems?

What capabilities are needed to generate reports/dashboard for successful payments or

rejects?

e How will you stay current with regulatory requirements affecting real-time payments and
ensure your compliance processes accommodate the speed of RTR transactions?

e What impact will RTR operations have on your existing compliance monitoring systems,

particularly for sanctions screening and anti-money-laundering controls?

Supporting real-time payments involves key technology and operational considerations, such as
automation, low-latency design and scalable services. Discover key insights for essential setup
and long-term optimization within the operational and technical sections.

ISO 20022 payment messages

The RTR uses ISO 20022, an international standard for financial messaging. ISO 20022
messages offer increased data capacity, allowing more detailed information to travel with the
payment. The messages are well organized and structured, resulting in increased operational
efficiencies and enhanced global interoperability.
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Core messages for sending and receiving payments

Single customer credit transfer (pacs.008 - Fl-to-FI customer credit
transfer)

e For domestic payments-this message is used to send single RTR payments. It includes
information required to move funds from one account to another held at different
institutions.

e Forinbound cross-border payments,in addition to the data elements required for
domestic transactions, this message must include, at minimum, an international flag
(“INTL") and the following information.

o name and address of the originating institution sending the payment from
another jurisdiction.
name, account number and address of the originating account holder.
original amount currency, if not CAD.

Additional information about the payment known to the sending participant should be included,
and not truncated when the payment is sent to the RTR.

Payment status report (pacs.002 - Fl-to-FI payment status report)

This message informs the previous party in the payment chain of the processing status (e.g.,
approved or rejected). This message is issued by the participant and the RTR. In the RTR, it is
used to inform participants of the payment outcome (e.g., successful or rejected) and of the
settlement outcome (e.g., settled or rejected).

Business application header (head.001 - Business application header)

This message acts as a digital envelope for ISO 20022 messages. It contains pertinent
information to allow the receiving party to understand the content and subsequently act on it
(e.g., route, process, etc.).

TIP: 1ISO 2022 messages consist of structured (defined format) and unstructured
(free-text) data, balancing the need for machine readable data with the flexibility to
include other information. Detailed information about RTR ISO 20022 messages
and flows can be found on Payments Canada’s website.

Inclusion of minimum information in the inbound cross-border payment is a
market practice agreed to between RTR participants. It is not a technical validation
in the RTR Exchange and the payment will not fail if the required details listed here
are not present in the message.
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Payments Canada is committed to aligning to global standards for seamless
interoperability. To ensure continued compatibility, please be prepared for ongoing
updates.

Supporting message to support fulfilment of the payment

Request for payment status (pacs.028 - Fl-to-FI payment status report)

This message is used for status inquiries of payments (pacs.008 messages). It will include
information about the payment message such as the unique identifier. This message will be
sent by either the sending participant or receiving participant to request the status of a
payment. The response to this message is a pacs.002 (FI-to-FI Payment Status Report).

Administration messages

Message reject (admi.002)

This message is used to reject an incoming message by the receiver for technical reasons, such
as invalid message format, duplicate payment etc. It can be sent by any receiver of the
message, whether by participants or the RTR.

Heartbeat notification (admi.004)

This message is used to confirm that an RTR participant is active and receiving messages. It
can be sent from the RTR Exchange to any RTR participant. This message can also be sent by
an RTR participant to the RTR Exchange to confirm that the RTR Exchange is active.

Heartbeat acknowledgement notification (admi.011)

This message is used as a receipt acknowledgment of the Heartbeat notification admi.004
message.

DID YOU KNOW: Payments Canada uses the Swift MyStandards tool to develop
and maintain RTR ISO 20022 message usage guidelines. The latest version of the
guidelines is shared for public viewing on MyStandards.

RTR participants can participate in the maintenance process of the RTR usage
guidelines through the ISO 20022 message development group (MDG).
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Considerations

As you read through this section, there are some critical questions to consider.

What is your institution's readiness for ISO 20022?
Is every system that touches payment data required and capable of handling the format
and richer data?

e Does your institution require a champion to spearhead the adoption of ISO 20022
messages within your organization, establish business framework, educate or develop
payment flow with message types unique to your organization?

Inbound cross-border

The domestic leg of an inbound cross-border payment is the “last mile” of an international
payment. These are transactions that originate outside of Canada, enter the domestic banking
system and are sent to the payee’s institution within Canada. This payment use case will be
enabled to move through the RTR, as a real-time payment.

Sending the domestic leg of a cross-border payment

Participants sending an internationally originated payment on the RTR will need to include an
international flag (“INTL") and, at minimum, other data elements required for regulatory
reporting. See the ISO 20022 Messages section for more information.

Participants should not use the RTR if the message is not populated with all the necessary
information required for regulatory reporting purposes.

TIP: The receiving party is responsible for fulfilling Proceeds of Crime (Money
Laundering) and Terrorist Financing Act and its Regulations (PCMLTFA/R) Travel
Reporting.

Considerations

As you read through this section, there are some critical questions to consider.

e How will you fulfill regulatory reporting obligations?
e What is your overall strategy for maintaining compliance with evolving frameworks and
standards?
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Discover key insights for essential setup and long-term optimization in the operational and
technical requirement sections.

Clearing and settlement

A foundational value proposition of the RTR lies in its robust financial risk management
architecture and framework. It is paramount to recognize that the efficacy of these designs is
contingent upon the operational practices and engagement of the participants for its complete
realization.

Fully prefunded payments

A prerequisite to sending a payment over the RTR is the need to have sufficient funds in the
settlement account to settle the payment obligation in real time. Without sufficient funds, the
payment will be rejected. Direct settlement participants prefund their settlement accounts in the
form of cash, and proactively manage and maintain a sufficient balance.

Settlement agents need to ensure sufficient funds in their settlement accounts to support the
payments for themselves and for the indirect settlement participants they represent.

TIP: Settlement agents and indirect settlement participants will need to develop
joint processes and procedures to manage credit and liquidity risk; the settlement
agent has the ability to establish a “Net Debit Cap” which limits the indirect
settlement participant’s payment capacity to a pre-determined threshold.

Funding and defunding a settlement account

Funding and defunding a settlement account is done through Lynx payments. Non-Lynx
participants must establish an arrangement with a participant to facilitate the movement of
funds to and from a settlement account.

The Bank of Canada has established pre-determined cut-off times of 01:30, 09:30; 17:30 (EST)
for funding and defunding requests. Direct settlement participants must have internal
operational and/or technical capabilities to manage their treasury functions, as required, within
these cut-off periods.

While Payments Canada provides details around the processes to initiate funding or defunding
requests from an infrastructure tooling perspective, as documented in the RTR Financial Risk
Framework, participants will need to establish processes for the steps and tasks between
themselves and their Lynx partner. See Appendix A for a high-level funding flow.
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DECISION: Each payment service provider participating in the RTR as a direct
settlement participant will need to source a Lynx participant partner.

Participant-to-participant transfers for liquidity
management during Lynx system off-hours (optional)

Participant-to-participant transfers enable direct settlement participants to loan/borrow liquidity
from each other via transfers between their settlement accounts.

This functionality is intended to be used only during Lynx system off-hours when funds are
needed to replenish a direct settlement participant’s settlement balance, since it is unavailable
during evenings, weekends and holidays and outside of Bank of Canada cut-off times.

This provides convenience for participants during off-hours and mitigates the risk of payments
being rejected due to insufficient funds in the settlement account.

TIP: All participant-to-participant transfers are initiated and accepted at the
discretion of the direct settlement participants involved. As such, participants will
need to establish their own agreements, how they expect to receive back transfers
and by when, and any claims to interest compensation.

DECISION: Determine whether loaning liquidity is part of the business model.

Considerations

As you read through this section, there are some critical questions to consider.

e What human resource and expertise are needed to effectively support this specialized
function?

o Cash management (oversight of daily cash flows during on and off Lynx
operating hours, cash flow modelling)

o Operations (liquidity management reporting, incident management, responding
to notifications of thresholds being reached, loaning/borrowing of
participant-to-participant transfers, back-office tasks)

o Legal (Lynx partner contract, Bank of Canada Settlement Account Agreement)

o Finance (interest rate compensation, repayment terms)

e With the current funding/defunding cut-off times are there any implications to processes
or workflows that should be considered?
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RTR payment returns

While payments are final and irrevocable, there is flexibility to allow for adjustments and returns
to meet real-world demands. While this isn't natively integrated into the technology, there are
processes that are defined to support returns.

60 days to request a payment return

Sending participants may request a return on behalf of their customers within 60 calendar days
from the date the payment was initially exchanged. The request must include a valid reason for
making the return request.

10 days to respond to a payment return request

Upon receiving a request to return a payment, the receiving participant must respond within 10
calendar days. They may accept the request, reject the request or request an extension. The
sending participant may grant an extension of up to 30 calendar days.

90 days to initiate a payment return

Receiving participants have up to 90 calendar days following the date of the original payment
message to the sending participant to initiate a payment return.

Making the payment return

RTR participants may use either an RTR payment message or an alternative payment method to
process returns, as not all participants will have the capability to send RTR payments.

TIP: To ensure flexibility, confirm access to alternative payment channels. If two
participants agree to an alternative approach, they could use an alternative
payment channel to effect the return.

Considerations

As you read through this section, there are some critical questions to consider.

e What are the financial implications of different return scenarios?
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Effectively managing returns will require orchestration of different business processes and
teams, understanding key insights for essential setup, and long-term optimization in the
operational requirement section.

RTR recourse, claims and complaints

Each RTR participant must establish a base foundation for a common way to address claims or
complaints matters across all network participants, that judiciously balances standardization
with enabling bespoke elements for each participant.

Claims policies and procedures

Participants must have policies and procedures in place to address claims or complaints
relating to processing errors, end-user errors and fraudulent payments.

The policies and procedures must set out the participant’s obligations to its clients, including its
obligation to investigate claims of exceptions; the obligations of its clients as either payor or
payee; the circumstances of reimbursement or requesting a return of funds; and processes for
escalation.

Member of external complaints body

Participants are required to be a member of an external complaints body (ECB).

TIP: As of November 2024, there is only one ECB in Canada: the Ombudsman for
Banking Services and Investments (OBSI).

HOW TO: Visit the OBSI website to apply for membership. The application process
typically takes between one to three business days to complete.

TIP: Being part of an ECB is a prerequisite to participating in the RTR.

Considerations

As you read through this section, there are some critical questions to consider.

e Do your current policies on recourse, claims and complaints align or require
amendments?
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Discover key insights for essential setup and long-term optimization in the operational
requirement section.

RTR National Payment Fraud Services

The RTR’s National Payment Fraud Services (NPFS) are made up of four components:

Central Risk List (CRL)
Central Fraud Analytics (CFA)
Central Fraud Reporting (CFR)
Confirmation of Payee (CoP)

HonN -

The NPFS serves as a vital central layer accessible to all network participants, supporting the
monitoring, detection and prevention of fraud. By analyzing payment information and various
other inputs, it transforms raw data into actionable intelligence, empowering participants to stay
ahead of fraud comprehensively while maintaining decision-making responsibility. The NPFS
will be mandatory for all participants, with some optionality around CoP.

Central Risk List (CRL)

The CRL is a centrally-managed risk list for tracking attributes on entities involved in suspected
or confirmed fraud cases to inform fraud scoring and detection. Contributions to the list should
be made within 15 minutes of the discovery of new information to ensure it remains current for
all participants. This includes adding new entries, making modifications and requesting
removals as necessary.

To support the timely, accurate and consistent use of the CRL, participants must establish
internal criteria and decision-making processes for flagging accounts or requesting changes to
existing entries. It's important to proactively maintain entries by updating statuses — from
suspected to confirmed when appropriate — or requesting removal when a case is resolved or
disproven.

TIP: Fraud at the transaction level will be marked through the central fraud
analytics service, while fraud at the customer level will be marked through the CRL
service.

DID YOU KNOW: Central Risk List entries do not cause transactions to be blocked.
The entries, instead, influence the Central Fraud Analytics risk score.

PAYMENTS
October, 2025 -;ég- CANADA 33



The Real-Time Rail Participation Guide for PSPs Public -~

Central Fraud Analytics (CFA)

The CFA processes a transaction and outputs a fraud score and recommendation, generated
using rules and analytical models, to the sending RTR participant for decisioning before a
transaction is submitted to the RTR Exchange. Upon receiving a fraud score, participants must
make a risk-based decision in real time whether to allow or reject (including for further
investigation) the transaction.

A sending RTR participant must have processes in place to receive and respond to fraud scores
via API from the CFA service. Processes must be designed to balance fraud prevention with
customer experience and be regularly reviewed to address evolving fraud trends.

DID YOU KNOW: While the CFA will output a fraud score, recommendation and
reason code, it cannot send or block a transaction; all decisioning power will
remain with the sending participant. As such, participants’ internal fraud mitigation
systems must be equipped to process CFA results in real time.

Central Fraud Reporting (CFR)

The CFR dashboard will be accessible to participants via the fraud portal. Reporting data will be
retrieved from the respective repositories for the RTR CoP, CRL, and CFA services once every 24
hours, meaning that participants will not be required to send any data directly to the CFR.

In addition to fraud statistics metrics produced to support participants’ monthly reports,
participants can also generate and/or download PDF reports that include fraud trends, industry
benchmarking and system performance metrics from the NPFS.

Confirmation of Payee (CoP)

The CoP performs payor-led verification of payee details prior to the payor submitting a
transaction. Participants must implement and use a confirmation of payee service for all
payments sent from a personal account, allowing customers to verify that the payee name and
account number entered match their intended payee prior to sending funds. This reduces the
risk of misdirected payments and scams.

Participants will also need to contribute CoP data at the time of onboarding, as well as make
ongoing data contributions to the CoP via API or the fraud portal. These participants must also
implement processes to send and receive requests to/from the CoP, with the ability to provide
responses within two seconds.
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TIP: Participants must clearly inform payors of the risk of proceeding when a CoP
notification indicates a mismatch or cannot confirm account details. However,
despite the warning, the decision to continue remains with the payor.

DECISION: Participants may choose to use a third-party provider as long as the
service meets the requirements set by Payments Canada. Participants remain fully
responsible for ensuring that any third-party implementation maintains compliance
with the RTR rules and supports system-wide interoperability.

Fraud threshold compliance

To support the safety and soundness of the RTR payment system, maximum acceptable
network-level fraud thresholds will be established for participants.

In the event that a participant’s fraud metrics surpass established acceptable thresholds,

they

may be required to investigate the underlying causes and implement corrective actions, with

potential consequences depending on impact.

TIP: Payments Canada’s compliance escalations may range from collaborative
support and monitoring to more formal action. In some cases, depending on the
severity and persistence of the issue, potential restrictions on participation may be
put in place.

Considerations

As you read through this section, there are some critical questions to consider.

e Each participant must have controls, processes and procedures in place to mitigate the
risk of fraud and determine when it is appropriate to implement such standards. When
planning for processes and procedures, what are the implications for operational costs,

client experience and fraud risk levels?

e Participants must use a real-time transaction monitoring capability to ensure that an

effective risk assessment process is applied to each transaction prior to
approval/decline decisioning. Do you have one in-house today, or will there be an
associated build effort to implement one?

What are your privacy considerations i.e., data privacy, customer consent to share data?
As the NPFS will augment your existing payment fraud services rather than replace
them, do your organization’s existing fraud mitigation processes and/or technologies

require upgrades to ensure readiness for real-time payment fraud
processing/decisioning?
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e How much scaling is required to your organization’s existing fraud investigation
processes to keep up with the rapidly evolving nature of real-time payment fraud? Do you
collaborate with other institutions today, or will this create additional complexities to
enable?

e Do you track monthly rates of authorized and unauthorized fraud within your
organization today?

e What adjustments are needed for your fraud management processes for a 24/7/365
operating environment?
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Operational requirements

This section outlines the operational requirements for implementing and maintaining RTR
payment services. While business requirements define what capabilities participants need to
deliver, operational requirements define how to deliver them effectively. Understanding these
requirements will help to project costs and identify necessary systems, processes and
resources to support real-time payments.

Not all functions require around-the-clock support. This guide organizes requirements based on
their availability needs: 24/7 continuous operations, business hours operations and periodic
activities.

For National Payment Fraud Services (NPFS) operations requirements please contact your
Payments Canada relationship manager.

24/7/365 continuous operations

The success of an always-on solution hinges on the foundation provided by 24/7/365
operations, designed to maintain seamless service and immediate responsiveness. The active
involvement of participants is essential to ensure these operations and the entire network
deliver consistent performance.

Uninterrupted payment processing

Participants must maintain the ability to receive payment messages, respond to them and make
funds and data available to payees 24/7/365.

TIP: Mapping out the payment flow from start to finish will uncover what is needed
to ensure payments move smoothly and continuously in an always-on
environment. For example, participants offering send capability should ensure their
user interfaces and payment applications are operational 24/7/365. Additionally,
risk management solutions such as confirmation of payee and sanctions
screening should operate 24/7/365.

Balance monitoring

Participants must actively monitor settlement account balance to ensure continuous service to
send payments.
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TIP: The system equips participants with liquidity management tools designed to
foster proactive liquidity management; for example, watermarks and notifications.

Incident management

Participants must be ready and available 24/7/365 to report on issues affecting payment
processing or threatening the RTR payment system, and to provide continuous updates until
resolution.

TIP: An incident may include fraud related matters, as well.

RTR Emergency Committee participation

Participants are required to serve on the RTR Emergency Committee. They will need to be
available whenever the committee is convened, at any time, to address and resolve active
incidents.

Each participant must designate both primary and alternate representatives for the RTR
Emergency Committee.

TIP: Emergency contacts must be reachable at all times and authorized to make
decisions.

Considerations

As you read through this section, there are some critical questions to consider.

e Workforce planning

o Consider resourcing for continuous operations across several critical functions:
customer support; comprehensive incident management, encompassing
operations, cash management (if applicable), technology and fraud teams; and
escalation protocols.

e Operations

o Investigate design solutions and processes with automated workflows to
enhance continuous payment flow.

o Look into establishing real-time reconciliation processes to support both
back-office reporting, if applicable, and the display of accurate customer account
balances in Ul/UX portals.

e Technology
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o Consider implementing payment processing procedures and solutions with
automated handling capabilities, end-to-end solutions with a focus on continuous
availability, continuous monitoring tools and processes for liquidity management
and adherence requirements and obligations.

Business hours

While there is a need for uninterrupted system support to facilitate the continuous flow of
payments anytime, any day, certain operational facets do not require 24/7 commitment. They
are conducted during business hours, and are equally vital to complement and ensure the
seamless functioning of managing real-time payments.

Reconciliation

Adjust existing reporting timelines for real-time payments. Review RTR payment system reports
including daily reconciliation reports with payment summaries, transaction details and fraud
reporting.

DECISION: Determine how frequently to reconcile reports and who will be
responsible for monitoring and addressing discrepancies.

Managing returns

Participants will use a standardized manual RTR returns communications process. All
communications occur via encrypted emails when initiating or responding to return requests
involving other participants. Alternative methods may be used if mutually agreed upon by
participants.

Each participant must identify a designated payment returns contact for incoming and outgoing
communications with other participants in the network. There is no requirement to be available
on-demand to answer any inquiry, provided return SLAs are met.

Each RTR return email must include predetermined information about the payment, description
of the request and expected timeframe for response.

Participants must establish and maintain an internal process for handling all payment returns,
as the initiator or receiver of the request.
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TIP: Although there is a returns process, there is no guarantee that funds will be
returned. Discretion to return is defined by the participant's policy.

To ensure continuity and reliability, consider an email address for returns
communications.

There is flexibility regarding moving funds for payment returns. Consider
identifying preferred methods for initiating and executing these funds’ movements.

Managing request for information (RFI)

Participants may require additional information regarding a transaction, particularly when
assessing compliance obligations. The RFI process provides a secure, standardized and
efficient mechanism for participants to request and exchange information, using a standardized
manual RTR communications process.

Participants are required to use secure, encrypted email channels when initiating or responding
to requests involving other participants. Alternative methods may be used if mutually agreed
upon by participants.

Each participant must identify a designated RFI contact, for incoming and outgoing
communications with other participants in the network.

Each email must include predetermined information about the payment; description of the
request and expected timeframe for response.

Participants must establish and maintain an internal process for handling RFls, as the initiator
or receiver of the request.

TIP: To ensure continuity and reliability, consider an email address for RFI
communications.

End-user support and exception handling

Assess existing policies and procedures. If deficiencies exist or gaps are identified, or if policies
do not yet exist, amend or create exception handling and end-user support policies that align
with your service standards while meeting RTR requirements:

e Ensure end users do not suffer losses due to technical errors beyond their control.
e Clearly define circumstances where users will be reimbursed.
e Implement a formal complaint process with clear escalation paths.
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TIP: Define service level agreements to respond to end-user inquiries and resolve
exceptions related to real-time payments.

DECISION: Determine who your organization's primary point of contact will be with
the external complaints body.

Considerations

As you read through this section, there are some critical questions to consider.

e Workforce planning

o Determine optimal staffing models for business-hour operations, considering
specialized teams for returns processing, fraud investigations, end-user support
complaints management and requests for information.

e Operations

o Develop workflows and processes to effectively support the entire returns
lifecycle. Implement procedures to identify incoming return requests from
customers and network participants, enable reconciliation to original outbound
payments, and provide documentation for all return transactions and
communications for audit and dispute resolution purposes.

o Develop workflows and processes to manage the entire complaints lifecycle:
initial receipt and logging, investigation and resolution, communication with the
user and post-resolution analysis.

o ldentify additional processes needed to fulfill regulatory reporting for the
PCMLTFA/R Travel Rule and other reporting needs.

o Develop comprehensive operational playbooks and decision trees for
business-hour staff to ensure consistent handling of RTR-specific scenarios.

e Technology

o Consider implementing procedures and solutions to streamline reconciliation
processes while maintaining accuracy.

o Establish encrypted emails for inter-participant communications, and consider
case management tools for tracking returns and exceptions with SLA monitoring
capabilities.

Periodic activities

While maintaining continuous system support and managing day-to-day, business-hour
operations are fundamental, sustaining the long-term functional integrity hinges on periodic
activities conducted on a weekly, monthly, quarterly or annual basis.
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FIN Lookup Database management (weekly)

The FIN Lookup Database is a directory complementing the RTR payment system by providing
critical routing information such as institution and account number formats for each receiver to
ensure that the information is structured correctly.

Participants will need to contribute to providing accurate information to the FIN Lookup
Database. Updates occur on a weekly cycle, with participants having the opportunity to change
their information and retrieve the most recent data.

Fraud reporting (monthly)

Monthly fraud statistics will be retrieved through the CFR portal for each participant.
Participants must ensure the required payment and fraud metrics are accurate and available by
the seventh (7) calendar day of each month.

In addition, through an acceptable reporting channel, participants must report total volume and
value of all fraudulent payments declined or halted for fraud reasons prior to being submitted to
the RTR Exchange. Participants that provide services to non-participant institutions must report
aggregated and anonymized statistics for member non-participants and all other non-member
non-participant financial institutions.

TIP: Reports must include confirmed fraud (authorized and unauthorized) for
payments initiated and received by the participant.

Committee participation (monthly)

RTR participants must participate in monthly standing operational RTR committee meetings.

e RTR Operating Committee (ROC) senior level committee.
e RTR User Group (RUG) business working level committee.

TIP: Beyond the standing operational committees, there are also other specific
committees that address specialized subject matters, for example, ISO 20022,
policy and liquidity management matters. You may also need to participate in
these committees.
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Tiered reporting (bi-annually)

On a twice-annual basis, direct settlement participants that send or receive payment messages
on behalf of other participants must report the volumes and values of payments that it has sent,
and/or received, and that have settled via the RTR clearing and settlement, on its behalf or on
behalf of such member non-participants.

Attestation (annually)

On an annual basis, RTR participants must attest to their and their service providers’ compliance
with the RTR service level description, and the requirement to complete business continuity
testing and disaster recovery testing, using the appropriate attestation forms.

Considerations

As you read through this section, there are some critical questions to consider.

e Workforce planning
o Identify key roles and responsibilities to support periodic activities.
e Operations
o Develop workflows and processes to support periodic activities.
e Technology
o Consider implementing procedures and solutions to streamline periodic activity
tasks. Develop processes for efficiently integrating FIN Lookup Database updates
into your internal systems, where required.
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Technical requirements

This section provides a high-level overview of technology and security considerations. For more
information, including information on the National Payment Fraud Services (NPFS) technical
requirements, please contact your Payments Canada relationship manager.

Connectivity

The RTR offers a set of endpoints and protocols for interacting with the system, allowing for
automated data exchange and integrations. For the RTR Exchange component and the RTR
Clearing and Settlement component, an organization can interact with the system through either
APIs (including SFTP servers) or user portals. The four NPFS components will also be
accessible by NPFS portal, while only the CFA, CoP, and CRL will be accessible by API.

Use of virtual private network (VPN) and interface using
application programming interface (API) for payments

Participants that choose direct-to-exchange connectivity will require a secure encrypted
connection with a site-to-site VPN and direct integration with the RTR via APIs to send and
receive RTR payment messages.

RESTful APIs with ISO 20022 messages, used for payment exchange, are built using JSON and
must be encrypted, digitally signed and validated. Specific ISO 20022 messages are designed to
interface with either the RTR Exchange or the RTR Clearing and Settlement component.

Sending participants must use NPFS APIs to call the CFA service to obtain a Fraud Score, and
call the CoP or a third-party confirmation of payee service before submitting each RTR Payment
Message to the RTR Exchange.

TIP: Information transmitted must be protected: ISO 20022 APIs are over an
internet protocol security (IPSEC) tunnel.

Participants whose solution is hosted in the same data centre as the RTR could
have a direct connection without the VPN.
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Portals

Single-page web applications that are accessible over the public internet via HTTPS, the
standard protocol for web traffic.

Portals must be accessed over transport layer security (TLS).

Reporting access

Participants can get reports via secure file transfer protocol (SFTP).

Additionally, reports for the Clearing and Settlement component are available via the portal and,
optionally, API.

Reports will be maintained for 31 days. Organizations needing to retain them long-term should
consider establishing an internal archiving process.

TIP: Reports will be securely downloaded using SFTP and access requires public
key authentication (SSH protocol).

Considerations

As you read through this section, there are some critical questions to consider.

e Workforce planning
o Assess whether your development team has experience with encryption, digital
signing and message validation for APIs. Consider training needs or consulting
resources to bridge knowledge gaps.
e Operations
o Develop processes for managing the SSH keys and API credentials required
across the RTR payment system components.
e Technology
o Review your organization's encryption standards and key policies to ensure they
align with the RTR requirements. Consider whether additional security tools or
processes are needed.
o Evaluate how RTR reports will integrate with existing data warehouse or business
intelligence systems.

PAYMENTS
October, 2025 -;ég- CANADA 45



The Real-Time Rail Participation Guide for PSPs Public -~

Security

Security of the data in the RTR payment system is paramount. This section outlines essential
security requirements and a high-level overview of considerations. For more information, please
contact your Payments Canada relationship manager.

Identity and access management (IDAM)

A single standard identity and access management (IDAM) login will be used for access to the
RTR Exchange and RTR Clearing and Settlement portals.

Authentication for portal APls is done via a token granted from the IDAM solution.

TIP: The IDAM solution offers flexibility with both federated (i.e., same user
credentials used to access multiple applications and participant acting as an
Identity Provider-IDP) and non-federated (i.e., RTR application credentials managed
by IDAM solution provided by RTR). Participants must inform Payments Canada of
their chosen approach as onboarding to IDAM differs for each approach

Multifactor authentication (MFA)

Multifactor authentication is required to authenticate participant user access to RTR portal
applications.

Multifactor authentication is also required for payors prior to initiating a payment on the RTR.

TIP: Participants should consider the use of phishing-resistant forms of MFA.

Considerations

As you read through this section, there are some critical questions to consider.

e Operations

o Establish clear procedures for onboarding and offboarding staff access to RTR
components. Consider implementing automated monitoring for unusual access
patterns or failed authentication attempts.

o RTR Exchange and RTR Clearing and Settlement components provide portal
applications for participants. Both RTR portals use a common IDAM portal for
authorizing user access to RTR. Additionally, the IDAM solution provides its own
portals, facilitating participant User Administrators in managing RTR access for
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users within their organizations.
Consider processes for managing portal access across different RTR systems.
e Security Monitoring: Consider implementing continuous security monitoring and
automated vulnerability management tools.

24/7/365 Continuous technology

System responsiveness

RTR participants must maintain 99.5 per cent responsiveness. Responsiveness is calculated
based on a ratio of the number of responses received from the RTR participant to the number of
messages sent to the RTR participant.

TIP: Carefully consider technology processes for system deployment and change
in a high responsive and high availability environment.

DID YOU KNOW: The RTR payment system availability will be 99.99 per cent.

High availability APls

Participant APIs which the RTR payment system will call (e.g., when the RTR Exchange routes a
payment to the receiving participant) must have high availability and support continuous access

for system calls.

Considerations

As you read through this section, there are some critical questions to consider.

e Workforce planning
o Consider staffing needs and staffing models for continuous monitoring, incident

response and threat detection across all connected systems.
e Technology

o Building out low-latency infrastructure and design can effectively meet the speed
demands of real-time payment processing, instant notifications for you and your
users, real-time transaction monitoring, and bidirectional heartbeats with the
system in order to maintain alertness between the RTR and participants
connecting directly.

o The strategic use of scalable services and databases can accommodate future
traffic increases and facilitate the storage and presentment of remittance
information.
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o Assess your infrastructure's redundancy capabilities including servers, network
connections, data centers and third-party dependencies.

APPENDIX A: Settlement account
funding flow

1 Initiate request to fund 5 RTR settlement
RTR DIRECT RTR settlement account account is funded
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LYNX 2 Send payment via Lynx (pacs.009 mes-
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to fund settlement account
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PAYMENT
SYSTEM
RTR
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SYSTEM
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3 Receive payment 4 Execute funding of settlement
(pacs.009 message) account (via RTR Clearing and
to fund settlement account Settlement portal)

FIGURE 6: Settlement account funding flow
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High-level process

1. Adirect settlement participant initiates a request to fund their RTR settlement account
through Lynx and this step occurs outside the RTR Clearing and Settlement component.

2. Lynx processes the request via a pacs.009 message to the Bank of Canada, with the
necessary instructions to fund the direct settlement participant’s settlement account.

3. The Bank of Canada receives settlement account funding instructions and prepares the

funding process.

4. The Bank of Canada initiates the funding process and conducts required validations,
approvals and accounting entries through the RTR clearing and settlement portal.

5. The settlement account is funded and a payment outcome notification is simultaneously
delivered to the Bank of Canada and the direct settlement participant, informing them of
the increase in payment capacity.

APPENDIX B: Overview of the
pathway to RTR participation
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FIGURE 7: Overview of the pathway to RTR participation
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